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QUESTION 1

An attacker sends ICMP Request packets with the destination address as the broadcast address of the attacked user
host. What is this attack? 

A. IP spoofing attack 

B. Smurf attack 

C. ICMP redirection attack 

D. SYN Flood attack 

Correct Answer: B 

 

QUESTION 2

Which of the following statements regarding the authentication domain of the Agile Controller are true? (Multiple
Choice) 

A. Authentication domains are classified into the pre-authentication domain, isolation domain, and post-authentication
domain. 

B. A pre-authentication domain defines public network resources that users can access before passing identity
authentication in the area, for example, the DNS server, external authentication source, Service Manager, and Service
Controller. 

C. An isolation domain defines resources that end users passing identity authentication but failing the security check
can access. These resources such as the patch server and antivirus server can help end users eliminate violations. 

D. A post-authentication domain defines controlled network resources that end users can access after passing identity
authentication and security check, for example, the ERP system, financial system, and database. 

Correct Answer: ABCD 

 

QUESTION 3

If two devices are connected, one device supports BFD, and the other devices do not support BFD, which BFD function
can be used by the BFD-capable device to detect link connectivity? 

A. Fast handshake 

B. Interface association 

C. BFD Echo 

D. Bidirectional detection 

Correct Answer: C 
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QUESTION 4

Which of the following statements regarding the characteristics of HA network are true? (Multiple Choice) 

A. Faults cannot occur frequently. 

B. Faults can be recovered rapidly. 

C. No fault occurs. 

D. When faults occur, services can be only restored manually. 

Correct Answer: AB 

 

QUESTION 5

Which of the port mirroring modes are supported by Huawei S series switches? (Multiple Choice) 

A. Local port mirroring 

B. Remote port mirroring 

C. Global mirroring 

D. Flow mirroring 

Correct Answer: ACD 

 

QUESTION 6

Congestion management technology defines scheduling policies to determine the order of packet processing
sequence. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 7

Which of the following statements regarding packet marking is false? 

A. QoS information of packets can be marked. 

B. The DSCP priority or IP precedence of IP packets can be marked. 

C. The 802.1P priority of VLAN packets can be marked 

D. The MAC address of packets can be marked. 
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Correct Answer: D 

 

QUESTION 8

Which IP precedence value represents the critical service traffic? 

A. 0 

B. 2 

C. 5 

D. 6 

Correct Answer: C 

 

QUESTION 9

Administrators can query the online user status on eSight to check whether unauthorized users exist, improving the
security monitoring capabilities. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 10

During QoS deployment, you can use PBR to perform traffic classification and marking. The ACL rule (source IP
address, destination IP address, protocol type, and port number) and packet length can be used for classification. The
DSCP priority or IP precedence of data packets can be modified. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 11

To avoid global TCP synchronization, which congestion avoidance mechanisms can be used? (Multiple Choice) 

A. RED 

B. WRED 

C. Tail drop 
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D. WFQ 

Correct Answer: AB 

 

QUESTION 12

BFD control packets are encapsulated in UDP packets for transmission. What is the destination port number of multi-
hop BFD control packets? 

A. 2784 

B. 3784 

C. 4784 

D. 5784 

Correct Answer: C 

 

QUESTION 13

When BFD is not used, the OSPF neighbor relationship that is established through the Ethernet link is terminated after
40s upon a link fault. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 14

How is NFV defined? 

A. Network infrastructure virtualization 

B. Network function virtualization 

C. Network bus virtualization 

D. Network architecture virtualization 

Correct Answer: B 

 

QUESTION 15

Which of the following protocols can be associated with BFD? (Multiple Choice) 

A. VRRP 
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B. OSPF 

C. BGP 

D. Static route 

Correct Answer: ABCD 
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