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QUESTION 1

You are investigating a potential attack that deploys a new ransomware strain. 

You plan to perform automated actions on a group of highly valuable machines that contain sensitive information. 

You have three custom device groups. 

You need to be able to temporarily group the machines to perform actions on the devices. 

Which three actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Add a tag to the device group. 

B. Add the device users to the admin role. 

C. Add a tag to the machines. 

D. Create a new device group that has a rank of 1. 

E. Create a new admin role. 

F. Create a new device group that has a rank of 4. 

Correct Answer: ACD 

Reference: https://www.drware.com/how-to-use-tagging-effectively-in-microsoft-defender-for-endpoint-part-1/ 

 

QUESTION 2

You use Azure Security Center. 

You receive a security alert in Security Center. 

You need to view recommendations to resolve the alert in Security Center. 

What should you do? 

A. From Security alerts, select the alert, select Take Action, and then expand the Prevent future attacks section. 

B. From Security alerts, select Take Action, and then expand the Mitigate the threat section. 

C. From Regulatory compliance, download the report. 

D. From Recommendations, download the CSV report. 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts 
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QUESTION 3

DRAG DROP 

Your company deploys Azure Sentinel. 

You plan to delegate the administration of Azure Sentinel to various groups. 

You need to delegate the following tasks: 

1. 

Create and run playbooks 

2. 

Create workbooks and analytic rules. 

The solution must use the principle of least privilege. 

Which role should you assign for each task? To answer, drag the appropriate roles to the correct tasks. Each role may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/azure/sentinel/roles 

 

QUESTION 4

You have a third-party security information and event management (SIEM) solution. 

You need to ensure that the SIEM solution can generate alerts for Azure Active Directory (Azure AD) sign-events in
near real time. 

What should you do to route events to the SIEM solution? 

A. Create an Azure Sentinel workspace that has a Security Events connector. 

B. Configure the Diagnostics settings in Azure AD to stream to an event hub. 

C. Create an Azure Sentinel workspace that has an Azure Active Directory connector. 

D. Configure the Diagnostics settings in Azure AD to archive to a storage account. 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring 

 

QUESTION 5

DRAG DROP 

You have an Azure Functions app that generates thousands of alerts in Azure Security Center each day for normal
activity. 

You need to hide the alerts automatically in Security Center. 

Which three actions should you perform in sequence in Security Center? Each correct answer presents part of the
solution. 

NOTE: Each correct selection is worth one point. 

Select and Place: 
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Correct Answer: 

Reference: https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-
alerts-are-now/ba-p/1404920 
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