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QUESTION 1

A team of security engineers has applied regulatory and corporate guidance to the design of a corporate network. The
engineers have generated an SRTM based on their work and a thorough analysis of the complete set of functional and
performance requirements in the network specification. Which of the following BEST describes the purpose of an SRTM
in this scenario? 

A. To ensure the security of the network is documented prior to customer delivery 

B. To document the source of all functional requirements applicable to the network 

C. To facilitate the creation of performance testing metrics and test plans 

D. To allow certifiers to verify the network meets applicable security requirements 

Correct Answer: D 

 

QUESTION 2

An organization would like to allow employees to use their network username and password to access a third-party
service. The company is using Active Directory Federated Services for their directory service. Which of the following
should the company ensure is supported by the third-party? (Select TWO). 

A. LDAP/S 

B. SAML 

C. NTLM 

D. OAUTH 

E. Kerberos 

Correct Answer: BE 

If we\\'re using Active Directory Federated Services, then we are using Active Directory Domain Services (AD DS). AD
DS uses Kerberos for authentication. Active Directory Federated Services provides SAML services. AD FS is a
standards-based service that allows the secure sharing of identity information between trusted business partners
(known as a federation) across an extranet. When a user needs to access a Web application from one of its federation
partners, the user\\'s own organization is responsible for authenticating the user and providing identity information in the
form of "claims" to the partner that hosts the Web application. The hosting partner uses its trust policy to map the
incoming claims to claims that are understood by its Web application, which uses the claims to make authorization
decisions. 

 

QUESTION 3

Due to a new regulation, a company has to increase active monitoring of security-related events to 24 hours a day. The
security staff only has three full time employees that work during normal business hours. Instead of hiring new security
analysts to cover the remaining shifts necessary to meet the monitoring requirement, the Chief Information Officer (CIO)
has hired a Managed Security Service (MSS) to monitor events. Which of the following should the company do to
ensure that the chosen MSS meets expectations? 
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A. Develop a memorandum of understanding on what the MSS is responsible to provide. 

B. Create internal metrics to track MSS performance. 

C. Establish a mutually agreed upon service level agreement. 

D. Issue a RFP to ensure the MSS follows guidelines. 

Correct Answer: C 

 

QUESTION 4

An organization has implemented an Agile development process for front end web application development. A new
security architect has just joined the company and wants to integrate security activities into the SDLC. 

Which of the following activities MUST be mandated to ensure code quality from a security perspective? (Select TWO). 

A. Static and dynamic analysis is run as part of integration 

B. Security standards and training is performed as part of the project 

C. Daily stand-up meetings are held to ensure security requirements are understood 

D. For each major iteration penetration testing is performed 

E. Security requirements are story boarded and make it into the build 

F. A security design is performed at the end of the requirements phase 

Correct Answer: AD 

SDLC stands for systems development life cycle. An agile project is completed in small sections called iterations. Each
iteration is reviewed and critiqued by the project team. Insights gained from the critique of an iteration are used to 

determine what the next step should be in the project. Each project iteration is typically scheduled to be completed
within two weeks. 

Static and dynamic security analysis should be performed throughout the project. Static program analysis is the analysis
of computer software that is performed without actually executing programs (analysis performed on executing programs 

is known as dynamic analysis). In most cases the analysis is performed on some version of the source code, and in the
other cases, some form of the object code. 

For each major iteration penetration testing is performed. The output of a major iteration will be a functioning part of the
application. This should be penetration tested to ensure security of the application. 

 

QUESTION 5

A software development manager is taking over an existing software development project. The team currently suffers
from poor communication due to a long delay between requirements documentation and feature delivery. This gap is
resulting in an above average number of security-related bugs making it into production. Which of the following
development methodologies is the team MOST likely using now? 
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A. Agile 

B. Waterfall 

C. Scrum 

D. Spiral 

Correct Answer: B 
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