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QUESTION 1

The Chief Risk Officer (CRO) has requested that the MTD, RTO and RPO for key business applications be identified
and documented. Which of the following business documents would MOST likely contain the required values?

A. MOU
B. BPA
C.RA
D. SLA
E. BIA

Correct Answer: E

QUESTION 2

Ann, a Physical Security Manager, is ready to replace all 50 analog surveillance cameras with IP cameras with built-in
web management. Ann has several security guard desks on different networks that must be able to view the cameras
without unauthorized people viewing the video as well. The selected IP camera vendor does not have the ability to
authenticate users at the camera level. Which of the following should Ann suggest to BEST secure this environment?
A. Create an IP camera network and deploy NIPS to prevent unauthorized access.

B. Create an IP camera network and only allow SSL access to the cameras.

C. Create an IP camera network and deploy a proxy to authenticate users prior to accessing the cameras.

D. Create an IP camera network and restrict access to cameras from a single management host.

Correct Answer: C

QUESTION 3

The finance department for an online shopping website has discovered that a number of customers were able to
purchase goods and services without any payments. Further analysis conducted by the security investigations team
indicated that the website allowed customers to update a payment amount for shipping. A specially crafted value could
be entered and cause a roll over, resulting in the shipping cost being subtracted from the balance and in some instances
resulted in a negative balance. As a result, the system processed the negative balance as zero dollars. Which of the
following BEST describes the application issue?

A. Race condition

B. Click-jacking

C. Integer overflow

D. Use after free
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E. SQL injection

Correct Answer: C

QUESTION 4

Due to a new regulation, a company has to increase active monitoring of security-related events to 24 hours a day. The
security staff only has three full time employees that work during normal business hours. Instead of hiring new security
analysts to cover the remaining shifts necessary to meet the monitoring requirement, the Chief Information Officer (CIO)
has hired a Managed Security Service (MSS) to monitor events. Which of the following should the company do to
ensure that the chosen MSS meets expectations?

A. Develop a memorandum of understanding on what the MSS is responsible to provide.

B. Create internal metrics to track MSS performance.

C. Establish a mutually agreed upon service level agreement.

D. Issue a RFP to ensure the MSS follows guidelines.

Correct Answer: C

QUESTION 5

An IT auditor is reviewing the data classification for a sensitive system. The company has classified the data stored in
the sensitive system according to the following matrix: DATA TYPECONFIDENTIALITYINTEGRITYAVAILABILITY
FinancialHIGHHIGHLOW Client

nameMEDIUMMEDIUMHIGH Client addressLOWMEDIUMLOW
AGGREGATEMEDIUMMEDIUMMEDIUM

The auditor is advising the company to review the aggregate score and submit it to senior management. Which of the
following should be the revised aggregate score?

A. HIGH, MEDIUM, LOW

B. MEDIUM, MEDIUM, LOW

C. HIGH, HIGH, HIGH

D. MEDIUM, MEDIUM, MEDIUM

Correct Answer: C
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