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QUESTION 1

An Administrator working with IBM Security QRadar SIEM V7.2.8 needs to copy data and configuration

backup files from the previous day to an off-site location.

What is the default location where these files can be found?

A. Istore/backup

B. /store/exports

C. /store/postgres

D. /store/backupHost

Correct Answer: A

The default location is /store/backup. This path must exist before the backup process is initiated. If this path does not

exist, the backup process aborts. If you modify this path, make sure the new path is valid on every system in your
deployment.

QUESTION 2

When migrating the Console after restoring from an IBM Security QRadar SIEM V7.2.8 backup, what must be manually
copied?

A. The Connection data and Topology data

B. The Policy Monitor questions and event or flow data

C. TheQRadar Risk Manager device configurations and Topology data

D. The certificates, any custom generated private keys and event or flow data

Correct Answer: D

QUESTION 3

What is a precaution an Administrator should take before beginning an upgrade of IBM Security QRadar SIEM V7.2.8?
A. Close all open offenses.

B. Purge old data and events.

C. Check and close all open messages.

D. Confirm that a backup of the data is complete.
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Correct Answer: D
The first precaution listed in the IBM document states that the administrator should backup data before preparing for

software upgrade. Backup of the current settings is important because if anything bad happens during the upgrade, you
can always revert back to the original settings.

QUESTION 4

What data is purged by the SIM reset process "Hard Clean" in IBM Security QRadar SIEM V7.2.8?
A. All current and historical SIM data.

B. All historical SIM data, current SIM data is retained.

C. All SIEM data, a complete reconfiguration is required.

D. All source and destination IP addresses are purged, all offenses in the database are closed.
Correct Answer: A

Hard clean Purges all current and historical SIM data, which includes offenses, source IP addresses, and destination IP
addresses.

QUESTION 5

Which permission can be assigned to a user from User Roles in the IBM Security QRadar SIEM V7.2.8 Console?
A. Admin

B. DSM Updates

C. Flow Activity

D. Configuration Management

Correct Answer: A

Grants administrative access to the user interface. You can grant specific Admin permissions. Users with System

Administrator permission can access all areas of the user interface. Users who have this access cannot edit other
administrator accounts.
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