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QUESTION 1

What type of encryption is used to protect sensitive data in transit over a network?
A. Payload encryption and transport encryption

B. Authentication Headers (AH)

C. Keyed-Hashing for Message Authentication

D. Point-to-Point Encryption (P2PE)

Correct Answer: A

QUESTION 2

Which of the following should be included a hardware retention policy?

A. A plan to retain date required only for business purposes and a retention schedule

B. Retention of all sensitive data on media and hardware

C. The use of encryption technology to encrypt sensitive data prior to retention

D. Retention of data for only one week and outsourcing the retention to a third-party vendor

Correct Answer: C

QUESTION 3

Which one of the following effectively obscures network addresses from external exposure when implemented on a
firewall or router?

A. Network Address Translation (NAT)

B. Application Proxy

C. Routing Information Protocol (RIP) Version 2
D. Address Masking

Correct Answer: A

QUESTION 4

What is the MOST significant benefit of an application upgrade that replaces randomly generated session keys with
certificate based encryption for communications with backend servers?

A. Non-repudiation
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B. Efficiency
C. Confidentially
D. Privacy

Correct Answer: C

QUESTION 5

Which of the following would an information security professional use to recognize changes to content, particularly
unauthorized changes?

A. File Integrity Checker

B. Security information and event management (SIEM) system
C. Audit Logs

D. Intrusion detection system (IDS)

Correct Answer: A
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