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QUESTION 1

An organization is moving toward the zero-trust model. Which Cisco solution enables administrators to deploy and
control microsegmentation of endpoints that are connected to a Cisco Data Center Virtual Edge, Cisco Application
Virtual Switch, Microsoft vSwitch, and VMware vSphere Distributed Switch?

A. Cisco Titration

B. Cisco DCNM

C. Cisco Stealthwatch

D. Cisco ACI

Correct Answer: D

QUESTION 2

An organization has noticed an increase in malicious content downloads and wants to use Cisco Umbrella to prevent
this activity for suspicious domains while allowing normal web traffic. Which action will accomplish this task?

A. Set content settings to High

B. Configure the intelligent proxy.
C. Use destination block lists.

D. Configure application block lists.
Correct Answer: B

Reference: https://docs.umbrella.com/deployment-umbrella/docs/what-is-the-intelligent- proxy

QUESTION 3

Which method is used to deploy certificates and configure the supplicant on mobile devices to gain access to network
resources?

A. BYOD on boarding

B. Simple Certificate Enrollment Protocol
C. Client provisioning

D. MAC authentication bypass

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-
4/admin_guide/b_ISE_admin_guide_24/m_ise_devices_byod.html
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QUESTION 4

An organization must add new firewalls to its infrastructure and wants to use Cisco ASA or Cisco FTD.

The chosen firewalls must provide methods of blocking traffic that include offering the user the option to bypass the
block for certain sites after displaying a warning page and to reset the connection. Which solution should the
organization choose?

A. Cisco FTD because it supports system rate level traffic blocking, whereas Cisco ASA does not

B. Cisco ASA because it allows for interactive blocking and blocking with reset to be configured via the GUI, whereas
Cisco FTD does not.

C. Cisco FTD because it enables interactive blocking and blocking with reset natively, whereas Cisco ASA does not

D. Cisco ASA because it has an additional module that can be installed to provide multiple blocking capabilities,
whereas Cisco FTD does not.

Correct Answer: C

QUESTION 5

Which two VPN tunneling protocols support the use of IPsec to provide data integrity, authentication, and data
encryption? (Choose two.)

A. Secure Socket Tunneling Protocol

B. OpenVPN

C. Generic Routing Encapsulation Protocol
D. Layer 2 Tunneling Protocol

E. Point-to-Point Tunneling Protocol

Correct Answer: CD
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