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QUESTION 1

What are two primary components of content filters? (Choose two.) 

A. conditions 

B. subject 

C. content 

D. actions 

E. policies 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide_11-1/b_ESA_Admin_Guide
_ces_11_1/b_ESA_Admin_Guide_chapter_01010.pdf 

 

QUESTION 2

A network engineer must tighten up the SPAM control policy of an organization due to a recent SPAM attack. In which
scenario does enabling regional scanning improve security for this organization? 

A. when most of the received email originates outside of the U.S. 

B. when most of the received email originates from a specific region 

C. when most of the received spam originates outside of the U.S. 

D. when most of the received spam comes from a specific country 

Correct Answer: D 

 

QUESTION 3

What is the maximum message size that can be configured for encryption on the Cisco ESA? 

A. 20 MB 

B. 25 MB 

C. 15 MB 

D. 30 MB 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117972-technote-esa-00.html 
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QUESTION 4

What is a category for classifying graymail? 

A. Priority 

B. Marketing 

C. Malicious 

D. Spam 

Correct Answer: B 

 

QUESTION 5

Which benefit does enabling external spam quarantine on Cisco SMA provide? 

A. ability to back up spam quarantine from multiple Cisco ESAs to one central console 

B. access to the spam quarantine interface on which a user can release, duplicate, or delete 

C. ability to scan messages by using two engines to increase a catch rate 

D. ability to consolidate spam quarantine data from multiple Cisco ESA to one central console 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma11-0/user_guide/b_SMA_Ad
min_Guide/b_SMA_Admin_Guide_chapter_010101.html 
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