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QUESTION 1

Which two option are protocol and tools are used by management plane when using cisco ASA general management
plane hardening ? 

A. Unicast Reverse Path Forwarding 

B. NetFlow 

C. Routing Protocol Authentication 

D. Threat detection 

E. Syslog 

F. ICMP unreachables 

G. Cisco URL Filtering 

Correct Answer: BE 

http://www.cisco.com/web/about/security/intelligence/firewall-best-practices.html 

 

QUESTION 2

Which statement describes what the arp outside 1.1.1.1 0192.7gid.0020 command accomplishes? 

A. enable ARP inspection for host 1.1.1.1 

B. configures proxy ARP for host 1.1.1.1 

C. assigns virtual MAC address for host 1.1.1.1 

D. creates static ARP entry for host 1.1.1.1 

Correct Answer: D 

 

QUESTION 3

What is the primary purpose of stateful pattern recognition in Cisco IPS networks? 

A. mitigating man-in-the-middle attacks 

B. using multipacket inspection across all protocols to identify vulnerability-based attacks and to thwart attacks that hide
within a data stream 

C. detecting and preventing MAC address spoofing in switched environments 

D. identifying Layer 2 ARP attacks 

Correct Answer: B 
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QUESTION 4

When configuring packet-tracer command from CLI, what is the first option that you set? 

A. source IP address 

B. destination IP address 

C. interface 

D. protocol (ip, tcp, udp) 

Correct Answer: C 

 

QUESTION 5

Refer to the exhibit: 

access-list 20 permit ip any host 192.168.1.5capture CAPT-X type asp-drop acl-drop access-list 20 

Capture does not get applied and we get an error about mixed policy. Choose two reason why this is the case. 

A. Ipv6 is enabled on the firewall 

B. The any key in the access-list should be stated as IPv4 (kind of like any4) 

C. Syntax of access-list command is wrong. 

D. Syntax if capture command is wrong. 

Correct Answer: AB 

The captures after version 9.0(1) does not support the use of the ANY as it will match both IPv4 and IPv6 at the same
time and that is not supported yet. 
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